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Yleista

Telia Smart Connect Teams tilatieto-integraatio AD hakemistotietojen synkroinointia Office 365
ympadristosta Telia Smart Connect -palveluun pédin. AD hakemistotiedot paivittyvat Telia Smart
Connect palveluun ja on nahtavilla seka Web kayttoliittymasta ettda mobiilisovelluksen kautta
yrityksen puhelinluettolon kautta.

AD hakemistossa kayttdjalla pitaa olla maaritetty mobiilinumero koska
mobiilinumeron perusteella, numero pitaa olla AD:ssa joko mobilePhone tai
businessPhones kentassa.

Integraation maaritykset

Palvelun kayttéonoton edellytyksena on, etta palvelu on kytketty paalle Telia Smart
Connect alustalla.

Palvelu edellyttda myos asiakkaalla on paasy Microsoft Azure ymparistoon ja
mahdollisuus luoda Tenant ID, Client ID ja Client Secret sovellusta varten.

Vaaditut Azure oikeudet

Jotta kalenteritietoja voidaan valittaa Telia Smart Connect palveluun pitaa
sovellukselle antaa seuraavat oikeudet:

Asiakasohje palvelun kayttdonottoon

Oikeuden tyyppi Qikeus Kuvaus

kayttajatilia

Application User.Read.All Sallii kayttajan profiilin lukemisen ilman erillista
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s se o

Maari

tykset Azure Active directoryssa

Aloita Azure -portaalissa luomalla uusi Sovellus. Valitse Azure Active Directoryn alta
App registrations ja Taman jalkeen valitse + New registration

®

*

& B ¥ © 0 ¢

Home

Favorites

Azure Active Directory
Overview

Users

Groups

Devices

Applications

Enterprise applications

e

Home >

App registrations

+ New registration @ Endpoints ﬂ Troubleshooting O Refresh & Download [& Preview features

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL)
upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications Owned applications  Deleted applications

F Start typing a display name or application (client) ID to filter these r... +7 Add filters

4 applications found

Display name *

Anna sovellukselle nimi ja paina Register

& &8 3 o 0 ¢

a8

Azure Active Directory
Overview

Users

Groups

Devices

Applications

Enterprise applications
App registrations

Protect & secure

Identity Governance

* Name

The user-facing display name for this application (this can be changed later).

| Telia Smart Connect A0

Supported account types

Who can use this application or access this API?

Accounts in this organizational directory only (Telia Finland only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e,g. Skype, Xbox)

O Personal Microsoft accounts only

By proceeding, you agree to the Microsoft Platform Policies off
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Taman jalkeen sovellus luo Application (Client) ID:n. Samalla aukeaa ndkyma missa
naet myos Directory (Tenant) ID:n.

Tarvitset naitd molempia arvoja myhemmin kun teet maaritykset Telia Smart Connect
-palvelun paakayttajanakymassa, joten ota arvot talteen.

i Telia Smart Connect Teams presence

|)' bear:h I < 3 Delete @ Endpoints & Preview features

B overview
~ Essentials
& Quickstart

Display name : Telia Smart Con
#" Integration assistant

Application (client) ID : 2fef7e06-7cf1-4034-8b86-344a55
Manage Object ID : ¢b126¢0c-06af-499f-8bag-c40597

B sranding & properties Directory (tenant) ID : 7f56d789-d6f2-482-b087-cec061

3 Authentication Myorg

Seuraavaksi valitse Add a permission ja valitse Microsoft Graph API

- Telia Smart Connect Kalen "~ *~"  missions

Select an API
(2 search O Refresh | &7 Got feedback? Microsoft APls  APIs my organization uses My APls
I cvses A You e ediing permisionts) o your sppication users vl have to consent ven f they

Commonly used Microsoft APIs
& Quickstart

A integration assistant Microsoft Graph
i @ TreAdmin required” cokumn shows the defoult value for an organization Hor 19Ot 3 iy b

lanage where this aj e used. Learn more MMMMMMMW,MMWMWI
B granding & properties
D Authentication Configured permissions

Certibicates & secrets Applications are authorized 1o call APis when they are granted permissions by uses
all the permissions the application needs. L ore about f s and R i s () Asure Rights Management

11} Token configuration b sereas B services A\ Asure Service Management

-+ Add a permission
- API permissions.

P— API/ Permissions name Type Description

B App roles No permissions added

Anna sovellukselle Application permission tason oikeudet
e User.Read.All

HUOM! Mikali et kayta kaksisuuntaisuutta integraatiossa naita oikeuksia ei tarvitse
maarittaa.

{ All APIs
() refrash & Got feedback? @ Microsoft Graph
https://graph.microsoft.com/ Docs (7

What type of permissions does your application require?

@ The “Admin consent required” column shows the default value for an organization. Hoy Delegated permissions Application permissions

where this app will be used. Leam morg Your application neads o access the API s the signed-in user. Your application runs s a background service or daemon without a

signed-in user.

Configured permissions

Applications are suthorized 1o call APIs when they are granted permissions by usersfadi  S€lect permissions expand al
all the permissions the application needs. Leam more about permissions and consent

[0 userread
-+ Add a permission  ~ Grant admin consent for Telia Finland Permission Admin consent required
API / Permissions name Type Pescription
y ) IdentityRiskyUser

~ Microsoft Graph (1)

Application  Read all users' full profiles N user (1)

. User.Read.All O .
es
. ] Read all users® full profiles
To view and manage consented permissions for individual apps, as well as your tenant's
UserReadwrite All ©
| ves

Read and write all users’ full profiles
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Valitse seuraavaksi Grant admin consent sovellukselle. Vahvista muutos painamalla
Yes.

@ The "Admin consent required” column shows the default value for an crganization. However, user be perp , user, or app. This column may not reflect
where this app will be used. Learn more

Manage
B erending & properties
9 Authentication Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

Certificates & secrets
all the permissions the application needs. Learn more about permissions and consent

Il Token configuration
-+ Add a permission |~ Grant admin consent fer Telia Finland

9 AP permissions

& Expose an API APl / Permissions name Type Description Admin consent requ... Status

B App roles  Micrasoft Graph (2)
& Owners Application Yes A\ Not granted for Telia Fin | 2=
&. Roles and administrators Application  Read all users' full profiles Yes A\ Mot grented for Telia Fin, ===

Seuraavaksi valitse Certificates & Secrets > + New Client secret anna secretille nimi
ja voimassaoloaika, lopuksi paina Add.

Home > App registrations > Telia Smant Connect Kalenteri Add a client secret X
Telia Smart Connect | Certificates & secrets =
Description | Telia Smart Connect |
o <t « & >
| £ search &7 Got feedback E (720 days 24 o v]
B overview

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addres

& Quickstart
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

& integration assistant

Manage

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

= eranding & properties
D Authentic
D authenti Certificates (0)  Client secrets (0)  Federated credentials (0)
T Certificates T

4 secret string that the application Uses to prove its identity when requesting a token. Also can be referred to as application passwore
il Token configuration

& 4P| permissions + New client secret

G Expose an AP Description Expires Value @ Searet ID _

Kopio Secret value talteen painamalla kopiointi painiketta

e HUOMI! Arvo on nahtavissa vain kun olet luonut Secretin. Mikali poistut sivulta
joudut tekemaan uuden Secretin.

& Quicks © Gota second to give us some feedback? =
# Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at 3 web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
B 8randing & properties
D Authentication 6 Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates & secrets

Token configuration Certificates (0) Client secrets (1)  Federated credentials (0)

- API permissions g 5 i s
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

@ Expose an API

-+ New client secret

App roles
2 Owners Description Expires Value © Secret ID
&, Roles and administrators Telia Smart Connect 3/5/2025 2FD8Q~su-3u1DjtoT26cAWO, ) 937ea%e3-2b9c-413¢ D m
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Telia Smart Connect paakayttajanakyma

Kun sinulla on tarvittavat arvot saatavilla niin voit siirtya Telia Smart Connect
paakayttajanadkymaan.

Nakymassa valitse Integraatiot > AD > Asetukset ja lisaa uusi AD integraatio

Calendar Teams AD AP|

Setup Users

Active Directory Integration

Asiakasohje palvelun kayttdonottoon

With Microsoft Active Directory sync integration you can synchronize users details from your Azure AD solution directly to the company catalogue in Bedriftsnett. The

service is invoiced according to the price list. Click here to download setup guide for AD integration

Anna integraatiolle Nimi ja paina Luo

MNew integration for Azure AD Sync

Name Test AQ)

Valitse taman jalkeen luotu integraatio listalta ja tayta arvot seuraavasti.

e Tenant ID = Tuo tahan Azuresta saatu Tenant ID arvo
e Client ID = Tuo tdhan Azuresta saatu Client ID arvo
e Client Secret = Tuo tahan Azuresta saatu Client Secret arvo

Account Mappin:
@ E2E Test Sync .
Tenant ID
Client ID
Client Secret
Status v Ok

®
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Seuraavaksi valitse Mappaykset valilehti ja maaritd mihin Telia Smart Connect
kayttajatieto kenttaan tuodaan mitakin tietoa AD-hakemistosta

@ E2E Test Sync #

Update user field:
First name

Last name
Department
Function

Email

Field 1

Fiald 2

Tags

Synchronize profile images

Lopuksi paina Tallenna.

using Azure AD property:

givenName

surname

department

jobTitle

mail

City

Account

Mapping

Save

Asiakasohje palvelun kayttdonottoon
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Vikatilanteissa
Vikatilanteissa olethan yhteydessa Telian asiakaspalvelukanaviin.

Yhteystiedot | Asiakaspalvelu yrityksille | Asiakastuki | Telia yrityksille

AD-integraatio

Asiakasohje palvelun kédyttéénottoon
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https://www.telia.fi/yrityksille/asiakastuki/yhteystiedot

